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Hash Legal

Crypto and blockchain legal compliance in India: Navigating VASP challenges
and money laundering regulations

Introduction

‘Virtual digital asset’ (VDA) is a broad term that encompasses assets that leverage blockchain technology
for various functions such as creation, storage and transfer of various forms of value or rights, within
specific digital environments. For instance, a tangible asset like real estate can be digitally represented as
tokens on a blockchain and traded online. VDAs can act as a store of value, similar to traditional property,

butinstead of existing in the physical world, they exist entirely in the digital environment.

VDAs are more than just digital or physical asset representations; they have a variety of important
functions. One key function is serving as a medium of exchange, often referred to as virtual currencies
or cryptocurrencies,’ with Bitcoin and Ethereum being well-known examples. VDAs can also act
as investment vehicles, storing value much like traditional assets. Additionally, they play a role as
governance tools, often in the form of utility tokens, which help manage decentralised networks. Another
type of VDA is the Non-Fungible Token (NFT), which holds unique value in areas like digital art, gaming,

and intellectual property.

The wide spectrum of use cases for VDAs has led to their increased adoption across multiple sectors,
including finance, gaming, and digital media. As more time is spent within virtual environments, the
proliferation of VDAs signals a fundamental shift towards a future where digital ownership and digital

rights are as significant as real-world ownership and rights over physical assets.

Inlight of the rapid growth of VDAs, the legal and regulatory framework surrounding them has become an
increasingly critical area of focus, especially in jurisdictions like India, which benefits from a large, young,
tech-savvy population that has widespread access to smartphones and affordable internet. (India’s
smartphone user base is projected to reach over 1 billion by 2026, with average mobile data costs amongst

the lowest globally.)?

However, India’s regulatory stance on VDAs remains an evolving issue, and understanding the legal

nuances is essential as India constantly navigates this complex space.
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Scope of the chapter

This chapter provides a concise overview of the regulatory development of VDAs in India, charting
the path from the Reserve Bank of India’s (RBI) initial ban to the current legal framework established
under the Prevention of Money Laundering Act, 2002 (PMLA). It critically examines the regulations
governing VDAs within India, with a specific focus on how global standards, particularly the Financial
Action Task Force (FATF) guidelines, have influenced these regulations. Additionally, this chapter delves
into the compliance requirements for Virtual Asset Service Providers (VASPs) under the PMLA and the
guidelines issued by the Financial Intelligence Unit (FIU) for VASPs. Importantly, it highlights key gaps
and ambiguities in the current Indian regulatory framework, especially regarding the regulation of
non-custodial and decentralised VASPs, an area that remains underexplored. Through a comparative
analysis, this chapter examines areas where Indian regulations fall short of FATF standards and identifies
key regulatory gaps and provides recommendations to address these issues, ensuring that India’s legal

framework keeps pace with the rapidly changing VDA landscape.

Brief history of the evolution of VDA regulation in India

The evolution of regulations governing VDAs in India has been marked by a series of regulatory shifts,
reflecting India’s attempts to balance financial innovation with concerns over money laundering and

economic stability. This regulatory journey can be traced through several key phases.
Initial concerns (2013-2017)

The RBI first expressed its concerns about VDAs, specifically virtual currencies like Bitcoin, as early as
2013.> The RBI highlighted risks posed by unregulated links between virtual and traditional currencies
and warned that since VDAs are unregulated, it could lead to potential financial instability, as the issuers of
virtual currencies can manage their supply without any oversight. This, coupled with the inherent ease of
transfer, particularly across borders, led to the RBI recognising the threat of money laundering and terrorist
financing linked to these assets. These early cautionary warnings set the stage for a restrictive approach
towards virtual currenciesin India. The RBIissued an advisory, cautioning users, investors, and businesses

against dealing in virtual currencies due to their speculative nature and lack of government oversight.*

During this period, regulatory ambiguity persisted as cryptocurrency exchanges began to emerge in
India, operating in a grey area of the law. Although there were no specific legal prohibitions against the
trading of virtual currencies, the RBI’s cautious stance created an uncertain environment for businesses

and investors alike.
RBI ban (2018)

In April 2018, the RBI took a decisive step by issuing a circular that barred financial institutions (like
banks) from offering services to businesses involved with virtual currencies. This essentially crippled
cryptocurrency exchanges in India by cutting off their access to critical banking services and thereby
prevented exchanges from being able to convert cryptocurrencies into fiat (traditional) currency. The ban
was driven by concerns over safeguarding the financial system from risk imposed by cryptocurrencies,
such as their potential use in illicit activities like money laundering and fraud. The RBI’s decision sparked
widespread backlash from industry players, who argued that the ban was excessively restrictive and
would stifle innovation in the fledgling space.

Supreme Court reversal (2020)

In a landmark judgment in IMAI v. RBI,® the Supreme Court of India overturned the 2018 RBI circular.
The Court ruled that the circular violated the fundamental right to trade under Article 19(1)(g) of the
Constitution of India, which guarantees the freedom to carry on any profession, trade, or business.
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The Court acknowledged that while the RBI was justified in its concerns about protecting financial
institutions, it had failed to satisfy the ‘test of proportionality’ while imposing an outright ban. The RBI
was unsuccessful in demonstrating to the Court that any of the financial institutions regulated by it had

suffered any semblance of damage on account of providing services to virtual currency exchanges.

The Court emphasised that any restriction on a fundamental right must be the ‘least intrusive measure’
available to achieve the intended goal. The RBI had failed to explore less intrusive alternatives and was
therefore deemed to have acted disproportionately, thus effectively driving cryptocurrency exchanges out

of business.

The decision not only reinstated banking access for cryptocurrency businesses but also marked a turning
point in India’s regulatory approach, opening the door for dialogue on framing a more effective way
forward to regulate VDAs.

Draft VDA bill (2021)

Following the judgment, the Indian government sought to formalise its regulatory approach to VDAs by
introducing a draft bill in 2021. The bill proposed to ban private cryptocurrencies while simultaneously

laying the groundwork for Central Bank Digital Currency (CBDC).

The rationale for banning private cryptocurrencies was grounded in concerns about the volatility,
speculative nature, and potential misuse of these assets for unlawful purposes. The draftbill proposed to
prohibitactivities such as mining, generation, holding, and trading of private cryptocurrencies. However,
afinal version of the draft bill was not released.

Taxation and regulation (2022)

In 2022, through the annual union budget of the government, India took a significant step towards
legitimising VDAs by introducing a flat 30% tax on income derived from the transfer of VDAs” and a 1%
Tax Deducted at Source (TDS) on crypto transactions.® This tax is calculated in addition to the income tax

payable on all other income of the taxpayer.

This indicated a shift in mindset, signalling a desire to bring the VDA sector under the tax regime.
Although the government did not set a clear regulatory framework to bring VDAs within the existing
financial ecosystem, the tax provisions of the budget indicated a partial acknowledgment of VDAs as
legitimate assets. However, the highlevel of tax hasirked Indian consumers and without clear regulations
regarding set-offs and receipt of VDAs for services provided, etc., there remain calls for further changes

in the tax regime.
VASP Notification (2023 —present)

In March 2023, the Ministry of Finance® expanded the definition of a ‘Reporting Entity’*® (RE) under
the PMLA to explicitly include VASPs as REs (VASP Notification). This marked a significant regulatory

development.

The VASP Notification includes a wide scope of entities within the ambit of VASPs. Any natural or legal
persons who carry out the following activities, for or on behalf of another natural or legal person in the
course of business, would be considered a VASP:

‘a.  Exchange between virtual digital assets and fiat currencies;
b.  Exchange between one or more forms of virtual digital assets;
c.  Transfer of virtual digital assets;

d.  Safekeeping or administration of virtual digital assets or instruments enabling control over digital assets; and

e.  Participation in and provision of financial services related to an issuer’s offer and sale of a virtual digital.’
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The VASP Notification brings VASPs under the same regulatory framework as traditional regulated entities
like banks and other financial institutions, requiring them to comply with provisions of the PMLA, as well
as the PMLA (Maintenance of Record) Rules, 2005 (PMLA Rules).

The introduction of the PMLA framework for VDAs represents the next stage in this regulatory evolution,

with the Indian government seeking to align its regulations with FATF standards.

PMLA and implications for VASPs

The PMLA was enacted in 2002 and came into force in 2005 as part of India’s commitment to combat
money laundering. The primary goal of the PMLA is to prevent money laundering, confiscate property
derived from criminal proceeds, and ensure that India’s financial system adheres to global Anti-Money
Laundering (AML) and Counter Financing of Terrorism (CFT) standards. With the inclusion of VASPs
as REs under the PMLA, it becomes crucial to examine the practical functioning of the PMLA. Analysing
the PMLA’s mode of operation offers valuable insight, particularly for VASPs, as they undertake steps to

comply with the regulations.
Expansive ambit of the PMLA

Since its inception, the PMLA has had a notably expansive ambit. Initially aimed at combatting money
laundering activities tied to offences like terrorism and organised crime, its scope has expanded over the

years to include a broader range of offences, including corruption and environmental crimes.
Confiscation powers

One of the most striking powers granted by the PMLA to enforcement agencies is the power to confiscate
property suspected to be linked to money laundering even when under trial, i.e., before a final verdict. This
pre-emptive approach is intended to disrupt the flow of illicit funds by targeting assets before they can be
hidden or laundered. However, this provision has not been without controversy, including concerns over
potential misuse for political gain.

Burden of proof

The PMLA’s approach to the burden of proof departs from conventional judicial norms. The PMLA flips
the conventionally accepted burden of proof by placing the burden on the accused, contrary to the widely
accepted principle of ‘innocent until proven guilty’. The stringent bail conditions under Section 45 of the
PMLA have also drawn criticism for making it difficult for accused individuals to secure bail. This has
also been subject to controversy and has been severely criticised for its penchant for being used as a tool

of suppression of dissent.
Derived from FATF

FATF sets the global standards that underpin India’s regulations and AML laws, shaping the provisions
of the PMLA. In line with FATF guidelines, financial institutions and intermediaries are required to
maintain transaction records and report suspicious activities to the FIU. These obligations are essential
for enhancing oversight and ensuring that financial institutions actively contribute to identifying and

reporting money laundering to the regulators in line with international standards.

With VASPs now falling under the PMLA regime, it is critical to understand the legal compliances placed
upon them. The following section outlines these keylegal compliance requirements and their implications
for VASPs.
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Key compliance measures for VASPs under the PMLA

The VASP Notification has introduced a range of new responsibilities for VASPs. Below is a brief overview
of the key obligations and compliances that VASPs must adhere to under the PMLA and PMLA Rules:

1. Verification of client identity and due diligence: VASPs are required to conduct Know-Your-Customer (KYC)
checks on all users. This includes verifying identity through valid documents and identifying whether
users are acting on behalf of a beneficial owner, in which case, the beneficial owner’s identity must also
be verified. KYC measures must be performed at the commencement of an account-based relationship
and for all transactions equal to or exceeding INR 50,000 or any international transaction."

2.  Record-keeping requirements: VASPs must maintain detailed records of customer identities, ultimate
beneficial owners (in the case of corporate entities), and transaction details to enable regulators to
reconstruct individual transactions. The information to be maintained includes wallet addresses,
IP addresses, transaction hashes and any other relevant information.” This is critical for ensuring
transparency and accountability in VDA transactions, as such data can help trace the origin and

destination of VDAs in the event of an illegal activity.

3. Registration and reporting obligations: VASPs are now obligated to register with the FIU® and must
submit electronic copies of users’ KYC records to the Central KYC Records Registry within 10 days of
the first transaction by a new user." Any suspicious activity that may indicate money laundering or
terrorist financing mustbe promptly reported to the FIU. VASPs are also required to conductenhanced

due diligence when suspecting illegal activity and reassess the business relationship if concerns arise.

4.  Internal compliance mechanisms: VASPs are mandated to implement robust internal policies, controls,
and procedures for conducting due diligence. Senior management must approve these measures,
which ensures that a higher degree of accountability exists within the organisation. These internal
frameworks are crucial for minimising the risk of financial crime within the VASP sector.

5. Designated Director and Principal Officer: VASPs must also appoint a Designated Director and a Principal
Officer. The Designated Director, typically a senior management figure, is responsible for overseeing
AML compliance, while the Principal Officer is tasked with communicating with the FIU and ensuring

the timely submission of reports on suspicious transactions or other prescribed matters.

6.  Enhanced reporting obligations: VASPs are required to file reports within seven working days in the

following instances of increased concern:

a. Thereisareasonable ground of suspicion that the transaction may involve proceeds of an offence

(regardless of the value involved).
b. The transaction appears to be made in circumstances of unusual or unjustified complexity.

c.  The transaction appears to have no economic rationale or bona fide purpose and gives rise to a

reasonable ground of suspicion that it may involve financing of activities relating to terrorism.
d. The transaction involves deposits/withdrawals into an account that may be suspicious.®

7.  Specific guidelines for VASPs: In line with international standards established by FATF, the FIU has
issued specific guidelines for VASPs (FIU Guidelines).” A key compliance element is the ‘Travel
Rule’, which requires VASPs in India to include accurate information about both the originator and
beneficiary in all VDA transfers. VASPs of both the originator and beneficiary are obligated to retain
and share this information with the relevant authorities upon request. This rule, derived from FATF
recommendations, aims to facilitate cross-border cooperation between regulatory authorities across
the globe. The implementation of the Travel Rule highlights India’s efforts to align its domestic
regulations with international norms, thereby promoting greater transparency.
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Penalties for non-compliance

Failure to adhere to these obligations can result in serious penalties. The FIU Director has the authority
to issue a show-cause notice to non-compliant VASPs and, after inquiry, impose monetary penalties.” The

severity of these penalties underscores the need for VASPs to implement stringent compliance protocols.

VASP Notification and FATF

FATF is the driving force behind the PMLA regime in India, and the VASP Notification is no exception. The
VASP Notification and FIU Guidelines closely mirror the detailed FATF standards on VDAs. For instance,
the definition of VDA service providers in the VASP Notification is nearly identical to that in the FATF
standards. The FIU Guidelines also heavily draw from these standards. This alignment suggests that the
VASP Notification and FIU Guidelines are intended to be interpreted in accordance with FATF standards.
This principle has been specifically recognised in the context of the PMLA and FATF standards in the 2022
judgment of Vijay Madanlal Choudhury v. Union of India'® wherein the Supreme Court considered FATF
interpretations when construing the PMLA, reinforcing the integration of international standards into

domestic regulation.

Under the VASP Notification, any entity that conducts specific activities on behalf of another person as
part of its business will be classified as a ‘person carrying on designated business or profession’, a type of
RE under the PMLA. One such category of activities includes the ‘safekeeping or administration of VDAs

or instruments that provide control over VDAs’.

However, neither the above-mentioned categories nor any of the other categories under the VASP
Notification address a very large and integral part of the VDA ecosystem, namely non-custodial and
decentralised service providers:

a.  Decentralised platforms: Decentralised platformsrefer to systems that operate on blockchain networks
without relying on a central authority or intermediary, enabling direct peer-to-peer interactions.
These platforms span a wide range of applications, such as decentralised exchanges (DEXs) and
decentralised applications (DApps).

DEXs allow users to trade VDAs directly with one another without an intermediary, such as a central-
ised exchange. Trades on DEXs are typically facilitated by smart contracts (self-executing programs
that automatically match buyers and sellers under predefined conditions). DEXs offer greater privacy

and control over funds as users retain ownership of their private keys, which reduces counterparty risk.

DApps are applications that run on a decentralised blockchain network, utilising smart contracts to
enable various services or functions. Unlike traditional apps, which rely on centralised servers, DApps
distribute their operations across multiple nodes in the network, increasing transparency, security, and
resilience against single points of failure. Popular examples of DApps include decentralised finance
(DeFi) applications for lending, borrowing, and trading, as well as platforms for gaming, social media,

and content distribution.

These decentralised platforms typically operate on public blockchains like Ethereum, Binance Smart

Chain, Solana and others, ensuring transparency and security through cryptographic protocols.

b.  Non-custodial wallets: Non-custodial wallets are digital wallets where users have full control over
their private keys. These private keys are cryptographic keys that allow users to access and manage
their assets. As aresult, users are solely responsible for the security and management of their assets.
In contrast, custodial service providers, like centralised exchanges, store users’ assets and private
keys on their behalf.
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Status of decentralised platforms and non-custodial wallets under FATF

Evolution of FATF Guidance on Virtual Assets and VASPs

In June 2019, FATF released its first comprehensive guidance on Virtual Assets and Virtual Asset Service
Providers (2019 Guidance).” This 2019 Guidance recommended that countries apply a risk-based
approach to mitigate risks related to VDA activities emphasising the role of central entities responsible for
administering and facilitating VDA transactions. FATF’s primary focus was on centralised exchanges and
custodial services, which mirror the structure of traditional financial institutions where intermediaries

maintain control over users’ assets.

The 2019 Guidance alsorecognised thatexchange or transfer can occur through decentralised platforms. It
further clarified that when such platforms facilitate or conduct the exchange or transfer of value (whether
in VDA or fiat), its owner/operator, or both, may fall under the VASP regime. However, this carve-out only
applies if the person is engaged in business activities that would qualify them as a VASP.*°

The 2019 Guidance detailed thatcountries should notregulate the technology thatunderlies VASP activities
but focus on regulating the natural or legal person behind such technology or software application that
uses this technology to facilitate financial transactions. When regulating non-custodial wallets, the 2019
Guidance further stated that countries should not regulate ancillary services or products to a virtual asset
service network, such as hardware wallets or non-custodial wallets.

However, the evolving landscape and the increased use of decentralised platforms and non-custodial
wallets presented significant regulatory challenges. In response, FATF revisited its guidelines and
assessed whether non-custodial wallets and the transactions they facilitate should be subject to AML/
CFT regulations, thus releasing an updated guidance in 2021 (2021 Guidance).”

The challenge of decentralised platforms

Decentralised platforms often integrate non-custodial wallets and smart contracts to enable automated
transactions between users without centralised oversight. FATF guidelines acknowledge that the
decentralised platforms themselves are not VASPs; however, the guidelines also raised concerns about
the potential risk posed by individuals or entities that manage or exercise control over these platforms.

The 2021 Guidance explicitly states that where a person or entity maintains control over key functions of a
decentralised platform or influences its activities, they may still be considered a VASP, even if the platform
itself is decentralised. FATF suggests that regulators focus on the human or organisational elements
behind these platforms to ensure compliance with AML/CFT standards.

Implications for Indian regulators

FATF’s stance on non-custodial wallets and decentralised platforms intentionally leaves room for
interpretation. Countries are expected to analyse risks based on their specific circumstances and
accordingly adopt a risk-based approach when determining how to regulate decentralised platforms and
non-custodial wallets. However, FATF has cautioned against overregulation of the technology itself, as
this could stifle innovation in the blockchain space.

Countries have addressed these challenges by incorporating FATF recommendations into their regulatory
frameworks. However, the diversity of approaches highlights the delicate balance between innovation
and regulatory oversight. For instance, some regulators have begun requiring centralised exchanges
to impose stricter controls on transactions involving non-custodial wallets, while others are exploring
the development of more comprehensive frameworks for monitoring decentralised platforms and non-
custodial wallets.
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Lacuna in the existing PMLA framework

A careful examination of the VASP Notification and FIU Guidelines under the PMLA reveals significant
ambiguities, particularly regarding non-custodial wallets and decentralised platforms. It remains
unclear whether entities providing these services are considered VASPs and are thus required to comply
with the VASP Notification, register with the FIU, and adhere to the FIU Guidelines.

FATF and its interplay with Indian law

According to FATF’s 2019 and 2021 Guidance documents, service providers that merely develop or sell
non-custodial wallets do not typically fall under the definition of a VASP. The guidance specifies that
unless the provider holds or controls private keys, they are not engaged in activities that would classify
them as VASPs.

This distinction is critical for the Indian regulatory framework, which lacks clarity on whether non-
custodial wallet and decentralised platform providers are subject to PMLA obligations. Unlike FATF’s
explicit guidance, Indian regulations fail to distinguish between software developers and custodial
service providers, leaving such entities in a legally uncertain position.

Custodial wallet service providers and private keys

Regarding custodial wallet service providers, it is clear that centralised exchanges, which hold users’
private keys and control their assets, fall under the scope of the PMLA. These entities must implement
robust AML/CFT measures, including KYC procedures, transaction monitoring, and suspicious activity

reporting, as per FATF standards.

In the case of multi-signature wallets (where control is distributed across several private keys), FATF guide-
lines state thatif an entity holds even one of the multiple keys required to authorise a transaction, countries
may deem that such an entity will exercise control for regulatory purposes. This expands the definition of
control in a way that is directly relevant to Indian regulators, as it underscores the need for a more nuanced
approach to determine which entities are considered VASPs. Unfortunately, the current Indian framework
does not provide guidance on multi-signature wallets, creating potential gaps in enforcement.

Decentralised platforms

Decentralised platforms, such as DEXs and DeFi platforms, also unfortunately find no mention in the
VASP Notification.

The FATF Guidance acknowledges that decentralised platforms often do not align well with the traditional
VASP framework. Decentralised platforms generally are not classified as VASPs unless a central entity or
individual exercises control or influence over the platform’s operations. In such cases, the responsible
person or entity may be subject to VASP regulations, even if the platform itself remains decentralised.
This distinction is essential, as it emphasises that regulators should prioritise oversight of the human
or organisational actors behind decentralised platforms, rather than attempting to solely regulate the
underlying technology. In contrast, the VASP Notification and FIU Guidelines provide no such clarity on
decentralised platforms.

Non-custodial wallets

The misalignment between Indian regulations and FATF guidelines is further exacerbated by the lack of
clear guidance on non-custodial wallets. FATF guidelines explicitly state that non-custodial wallets are
not considered VASPs unless they engage in business activities that involve control over user assets. This
distinction is critical for maintaining a balanced regulatory framework that does not unnecessarily stifle
innovation in the blockchain and virtual asset sectors, while maintaining custody over one’s funds, which

is central to the cryptocurrency and decentralised ethos.
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Indian regulations, however, offer no such clarity. The FIU Guidelines and VASP Notification fail to
differentiate between custodial and non-custodial services or to account for the unique nature of
decentralised platforms that utilise such non-custodial wallets. This lack of differentiation creates
confusion for service providers and hinders the ability of the Indian regulatory framework to adequately

address the risks associated with virtual assets.

Conclusion

India’s regulatory journey has made notable strides, yet key gaps continue to hinder innovation, adoption
and growth. While the inclusion of VASPs under the PMLA and taxation of VDAs are strong steps towards
formalising the industry, they primarily focus on centralised entities. The core principles of blockchain —
decentralisation, transparency, and autonomy — remain largely overlooked. Decentralised platforms and
non-custodial wallets are a manifestation of these core principles and are integral to the VDA ecosystem.
However, they remain unaccounted for in India’s regulatory approach. Though these platforms often
operate without central oversight, they represent the very ideals that make blockchain transformative

and cannot be overlooked.

Ignoring the decentralised aspects of blockchain could lead to higher risks in AML efforts, while

simultaneously leading to the flight of both talent and capital towards more favourable jurisdictions.

To mitigate these risks and support a thriving digital asset ecosystem, India should align its regulations
more closely with FATF guidelines. This means focusing on the entities and individuals controlling
decentralised platforms, rather than the technology surrounding the platform. By addressing these gaps,
India can create aregulatory framework thatencourages innovation, reduces financial risks, and positions
the country as aleader in the global digital economy. The need of the hour is a nuanced approach, centred
on control, taking into account influence over decentralised platforms and identifying specific risks. This
would strengthen the PMLA regime and equip regulators to protect consumers while simultaneously

fostering innovation and growth, leading to a thriving digital asset ecosystem.
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