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Building for compliance — aligning DeFi with India’s regulatory framework

Introduction

The Ministry of Finance (MoF), Government of India, by way of a Notification dated March 7,2023 (PMLA
VASP Notification), marked a transformative moment in India’s approach to virtual assets. By classifying

«

entities providing services related to virtual digital assets (VDAs) as “reporting entities” under the
Prevention of Money Laundering Act, 2002 (PMLA), the Government effectively ended the regulatory
ambiguity that had long surrounded the VDA space. This move was not merely administrative — it

heralded a fundamental shift from a stance of observation and inaction to one of active regulation.!

The PMLA VASP Notification sought to clarify five specific activities under regulatory purview: exchange
of VDAs and fiat currencies; exchange between different forms of VDA; transfer of VDAs; safekeeping or
administration of VDAs or instruments enabling control over such assets; and participation in financial
services related to VDA offerings.? Each of these activities, when conducted “for or on behalf of another
person in the course of business”, now triggers comprehensive compliance obligations.®> However, while
this framework does not expressly distinguish between centralised entities and decentralised finance
(DeFi), gaps and ambiguities remain in its application to DeFi. That said, this does not mean DeFi is
outside the purview of the law, as a mere self-claim of being “decentralised” is insufficient; DeFi lies
on a spectrum, and only protocols that are demonstrably and sufficiently decentralised may be treated

differently. This chapter explores that fine line.
Scope of the chapter

This chapter provides a practical roadmap for DeFi developers and founders navigating India’s evolving
regulatory landscape, tracing the impact of the PMLA VASP Notification that brought Virtual Digital Asset
Service Providers (VASPs) under anti-money laundering (AML) oversight. It examines the compliance
obligations faced by DeFi projects within India’s regulatory framework, with a particular emphasis on

how the activity-based VASP definition applies to various DeFi models.
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Importantly, while the law itself does not expressly distinguish between centralised entities and DeFi
projects, its application reveals gaps and ambiguities. These gaps do not imply that DeFi projects fall
entirely outside the purview of regulation. A DeFi protocol’s claim to be “decentralised” is not conclusive.
The degree of decentralisation must be demonstrated in practice, given that DeFi exists on a spectrum

from heavily centralised models to sufficiently decentralised systems.

Against this backdrop, this chapter examines the practical implementation challenges for different types
of DeFi protocols, from fully decentralised systems to hybrid models, as well as analysing critical risk
factors such as admin keys, custodial elements and off-chain infrastructure dependencies. Finally, the

inherent conflictin applying traditional financial regulations to decentralised systems is examined.

A brief enforcement timeline

India’s enforcement trajectory demonstrates a resolute and, at times, bordering regulatory overreach
towards both domestic and offshore virtual asset platforms. When the PMLA VASP Notification of March
2023 was firstintroduced, regulators themselves were grappling with how compliance obligations should
apply to VASPs, particularly DeFi. Thus, enforcementinitially targeted the “lowest-hanging fruit” —India-
based centralised exchanges with obvious points of control.

Once domestic exchanges complied and registered with the Financial Intelligence Unit-India (FIU-IND),
enforcement quickly turned outward to offshore exchanges. In December 2023, FIU-IND issued show-
cause notices to several major cryptocurrency exchanges — Binance, KuCoin, Huobi, Kraken, Gate.io, Bittrex,
Bitstamp, MEXC Global, and Bitfinex — for non-compliance with PMLA provisions. The resultant effects
were that non-compliant platforms faced URL blocking and that easy access was cut off to Indian users.*

The pressure intensified in June 2024, when FIU-IND passed a detailed order against Binance imposing
penalties for operating without registration and failing to meet KYC/AML obligations under the PMLA.®
Similarly, multiple centralised exchanges have faced proceedings —in January 2025, Bybit Fintech Limited

was fined ¥9.27 crore.®

In August 2024, India’s Directorate General of GST Intelligence (DGGI) issued a formal show-cause notice
to Binance, alleging ¥722.43 crore (approx. $85 million) in unpaid goods and services tax on transaction
fees collected from Indian users between July 2017 and March 2024,” a further indicator of the unrelenting

pressure being applied by regulators.

These actions underscore several critical insights. First, the decentralised or offshore nature of a platform
does not automatically exempt it from Indian regulatory oversight. Second, enforcementis not merely lip
service; authorities have imposed show-cause notices and fines and have even resorted to bank account
freezes, website blocking and payment processor disengagement, measures that many in the industry

view as regulatory overreach.

FIU-IND has adopted an activity-based approach, focusing on the services provided such as on/off-
ramping, custody, and token transfers rather than thelabel or technical structure of the platform. For DeFi
developers, the opaque nature of this enforcement landscape poses a heightened challenge. While public
orders (such as the Binance June 2024 order) set out reasoning in detail, many actions against protocols
with DeFi-like features have not been publicly disclosed, creating uncertainty about the standards being
applied. This fuels concerns that even projects without formal corporate structures or decentralised
features operating as protocols could be targeted if they facilitate activities falling within the definition
of VASP activity. The PMLA VASP Notification has taken an activity-based approach, focusing on the
services provided —such as on/off-ramping, custody, and token transfers rather than the label or technical

structure of the platform.

Ultimately, the enforcement history highlights a key lesson: self-identifying as “DeFi” is not sufficient

to remain outside the scope of Indian regulation. Regulators will test the degree of decentralisation in
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fact, and hybrid or semi-decentralised protocols remain particularly exposed due to identifiable points of
control such as admin keys, off-chain infrastructure, or user-facing interfaces. DeFi does not automatically

mean an exemption from regulatory oversight.

Understanding the PMLA framework for VASPs

Decoding the VASP definition: beyond traditional exchanges

The PMLA VASP Notification defines VASPs through their activities rather than their corporate structure
or, as seen previously, technical implementation. The key phrase “for or on behalf of another personin the
course of business” serves as the trigger for regulatory obligations, but its interpretation in the context of

decentralised protocols remains a source of ongoing legal uncertainty.

While the PMLA VASP Notification frames obligations around activities carried out “for or on behalf of
another person in the course of business”, it does not explicitly distinguish between centralised inter-
mediaries and decentralised protocols that facilitate peer-to-peer transactions without intermediaries.
Internationally, guidance from the Financial Action Task Force (FATF) has recognised this nuance by
emphasising that decentralised platforms or non-custodial service providers are not automatically
VASPs unless a person or entity exercises sufficient control over them. However, in the Indian context,
this distinction has yet to be clearly articulated. As a result, much remains unsettled, leaving projects
uncertain as to how the “for or on behalf of” qualifier will be applied in practice, particularly in the

absence of a developed test for analysing the DeFi spectrum.

Ideally, regulators should evaluate certain factors that could be used to determine the amount of control
exerted by VASPs more than technical compliance or mere structure. Those factors could be the presence
of admin/multisig keys that enable certain parties to alter or override protocol behaviour, upgrade
or pause authority, which allows interventions in otherwise autonomous systems, and the ability to
set economic parameters, such as interest rates or collateral requirements, which directly shape user
outcomes. Each of these elements can operate within the “instruments enabling control” limb of the
PMLA VASP Notification.

Custodial elements embedded in design are often reflective of functional administration, even where
no individual keyholder exists. For example, smart contract escrows temporarily hold user assets under
predefined conditions, liquidity pools aggregate and manage user deposits for trading, staking or dele-
gation services reallocate control to validators, and bridges require assets to be locked before minting
representations on another chain. In each case, user assets are being held, managed, or conditioned by the

protocol, amounting to a form of “safekeeping or administration”.

Yet, more often than not, regulators overlook these indicators of control and instead leap directly to the
service-based characterisation in the VASP definition. This approach collapses nuanced distinctions into

four broad activity categories:

a. exchange: “exchange between virtual digital assets and fiat currencies” and “exchange between one

or more forms of virtual digital assets”;
b. transfer: “transfer of virtual digital assets”;

c. safekeeping: “safekeeping or administration of virtual digital assets or instruments enabling control

over virtual digital assets”; and

d. financial services: “participation in and provision of financial services related to an issuer’s offer and

sale of virtual digital assets”.

These activity-based characterisations are applied with a broad stroke without first analysing whether

the “for or on behalf of” qualifier is truly met in the context of decentralised protocols.
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In reality, all projects exist on a spectrum, with varying degrees of decentralisation and therefore vary-
ing degrees of control. At one end of the spectrum, one may observe projects in nascent stages of their
development, wherein centralised control is a necessity. Atthe other end of the spectrum, one may observe
completely decentralised protocols; no admin keys, no price control, etc., but that does not mean that the
aforementioned criteria being met will guarantee the immunity of the entities meeting the criteria from

regulatory scrutiny.

How to understand where a project lies on the DeFi spectrum

The PMLA VASP Notification brings VDA activities into scope when conducted “for or on behalf of another
person”, expressly including safekeeping/administration and “instruments enabling control”. This makes
control a core operative test for VASP classification rather than corporate-form, claimed decentralisation.
Consistent with FATF, assessors ought to look for “control or sufficientinfluence”, whichis an indicator that
a person is providing or actively facilitating VASP services even if the codebase is labelled “decentralised”.
Accordingly, on the DeFi spectrum, protocols retaining meaningful levers over user assets or protocol
behaviour may be classified as reporting entities under the PMLA, while truly immutable, non-custodial

designs may face reduced VASP compliance exposure.
Centralised projects: straightforward

Centralised intermediaries such as centralised exchanges and custodial wallet providers clearly meet the
PMLA’s VASP test because they exchange fiat for VDA and VDA for VDA, execute transfers and perform
“safekeeping or administration of virtual digital assets or instruments enabling control”, all “for or on
behalf of another person in the course of business”. A centralised matching/settlement stack executes fiat
to VDA and VDA to VDA conversions and transfers through an internal ledger and routing engine, meeting
the “exchange” and “transfer” limbs of the VASP definition. Fiatrails are integrated with banks/payment
providers, with client money accounts disclosed at registration, reflecting custodial handling of customer
funds. Operator privileges (freeze/lock withdrawals, blacklist/whitelist, change fee parameters, pause
flows) are “instruments enabling control”, evidencing functional custody and administration, notwith-
standing any technical use of multisig. Compliance telemetry (KYC gating, Travel Rule pay loading,
suspicious transaction reporting (STR) triggers, records) is embedded into the core stack to meet
registration, customer due diligence (CDD) and monitoring. Some examples of centralised governance
could be seen by the following: a legal entity appoints a Designated Director and Principal Officer and
implements an AML and counter-terrorism financing (CFT) programme with internal controls. Central
committees govern listings, market access, fee schedules, leverage/limits and product rollouts. This
aligns with the activity-based lens that treats operational discretion as a provision of covered VASP
services. Riskmanagement oversees reserves/treasury, wallet key ceremonies, incidentresponse and data
retention, anchoring the platform’s ability to administer user assets and maintain statutorily required

records under PMLA frameworks.

As aresult, they must register with FIU-IND as reporting entities and implement full AML/CFT controls,
namely: risk-based CDD; transaction monitoring; traction record-keeping; STR; and implementation of
the Travel Rule.

Semi-decentralised projects: the grey zone

The majority of DeFi projects operating today are semi-decentralised with elements of decentralised
architecture with varying degrees of centralised control. This might include a hybrid governance model
that combines elements of traditional centralised control with decentralised autonomous features, which
can be characterised by the presence of administrative keys, multisig wallets, and governance tokens

alongside automated smart contract functions. Since compliance obligations depend on specific technical
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and governance arrangements, these models may face the greatest regulatory uncertainty as they do not

fit neatly into either one of the established categories.

Under India’s PMLA and FIU-IND regulatory framework, such hybrid structures present compliance
challenges because of the existence of centralised control elements, in particular the administrative keys

held by identifiable entities, which creates clear regulatory jurisdiction and liability exposure.

This makes these projects potentially subject to “reporting entity” obligations under Section 12 of the
PMLA, regardless of their decentralised features. The potentially problematic features include multisig
wallets controlled by known parties, governance tokens that concentrate voting power among founders/
early investors, and upgrade mechanisms that allow protocol modifications. These features contradict the

“truly decentralised” threshold test that might otherwise exempt projects from direct regulatory oversight.

Admin keys with time delays represent a common semi-decentralised pattern. Protocols may implement
timelocks that require a waiting period between proposed changes and their execution, allowing
community review and potential intervention. Timelocks indicate centralised control mechanisms and

could potentially trigger VASP obligations.

Multisig governance structures create additional complexity. When protocol decisions require approval
from multiple keyholders, the arrangement may appear decentralised. However, if the multisig participants
are affiliated entities or if the threshold for decision-making is low, regulators could view the structures
as centralised control. The categorisation turns on whether the multisig represents genuine distributed

governance or operational security for a centrally controlled system.
Fully decentralised protocols

For projects that have achieved a level of decentralisation wherein there exists complete user autonomy,
the absence of admin keys or other overarching features that meet the control test, there is a very realistic
chance of operating outside of the VASP obligations that are imposed on entities having a lesser degree of

decentralisation.

However, the notion that fully decentralised protocols operate in a regulatory safe harbour is increasingly
being challenged by the reality of recent enforcement actions (in other parts of the world) as seen in the
case of Uniswap, Consensys, etc. True decentralisation, which can be characterised by immutable smart
contracts, the absence of admin keys and completely autonomous operation, may offer some protection from

direct regulatory action but by no means confer any sort of immunity from the aforementioned actions.

Protocols that achieve technical decentralisation could often retain elements that could attractregulatory
scrutiny. Front-end interfaces that target Indian users create potential compliance obligations, evenif the
underlying smart contracts operate autonomously. Token launches and ongoing distributions through
supposedly decentralised mechanisms may still constitute “financial services related to VDA offerings”

under the PMLA framework. Anillustration of the logic captured can be seen in the table below:

Category Defining Features llustrations B 557 (B ks
PMLA
Centralised Clear VASP.
o Full custody of users’ assets. exchanges, . N .
Centralised custodial Direct registration with
intermediaries | ¢ Discretionary control over wallets, FIUIND and compliance
transactions. custodial on/ obligations (KYC, STR, Travel

off-ramps, etc. Rule).
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Regulatory Exposure under

Category Defining Features llustrations PMLA

 Hybrid governance.

o Admin/multisig keys.

« Smart contracts. Possibly high VASP exposure.

Semi- Many )
decentralised « Treasury managed by protocols Regulators view 'conirol
protocols identifiable actors. (early-stage). elements as service “for or on

behalf of” users.
« Governance tokens

concentrated among

insiders.
« Governance widely Reduced but non-zero
distributed. MakerDAO exposure.
Sufficiently Uni ! h
decentralised o Immutable code. ”'S‘glap k(wclit Less likely to be treated as
. geo-blocke VASPs directly, but interfaces
protocols No ad keys. Y
* o admin keys frontend. and support structures may be
« Reliant on front-ends. regulated.
o Immutable smart contracts. Theoretically, Lowest exposure.
Fully ) o No human or entity retains Tornado Cash However, the U.S. Department
decentralised control; purely peer-to-peer | coniracts of Justice took action against
protocols interaction without central approached the developer of Tornado
facilitation. this. Cash.

High-risk elements: what may put you on the PMLA’s radar

As per FATF guidance, what matters is not abstract claims of decentralisation but whether there exist
identifiable levers of control or sufficient influence. Claims of being “DeFi” or “sufficiently decentralised”
areultimately tested against observable features thateither evidence or undermine autonomy. In practice,
regulators focus less on abstract architecture and more on the levers of control that shape user outcomes.
These levers include admin keys, custodial arrangements, off-chain infrastructure, interface governance,
and the trajectory of decentralisation function as the operative criteria in determining whether activity is
being undertaken “for or on behalf of” users. While the regulator is still developing a lot of this nuance, it

is vital to understand risk factors to map a project’s regulatory exposure under the PMLA.
Admin keys and protocol control: the ultimate risk factor

Admin keys represent perhaps the highest-risk element for DeFi protocols and a visible market of central-
ised control. These cryptographic credentials enable their holders to upgrade the underlying smart
contracts, pause operations, adjust parameters, or in some instances access user funds. From a PMLA
perspective, such capabilities may constitute “instruments enabling control” and, when exercised “for or

on behalf of” users, can trigger classification as a VASP.

The degree of discretion matters. For instance, a narrowly framed pause function for emergency, time-
bound and transparently disclosed, may be defensible as a security feature. By contrast, broad powers
exist to adjust core economic terms or to unilaterally upgrade contracts, evidence ongoing custody and
administration of user assets. The critical insight is that form is irrelevant. Whether control is exercised
via multisig, timelock or a decentralised autonomous organisation (DAO) wrapper, regulators will test its

practical effect.
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For compliance, projects should not only disclose who holds such powers, but also publish credible road-
maps to minimise and eventually relinquish them. Progressive decentralisation here is persuasive only if

it demonstrably reduces control in practice, not merely in rhetoric.®
Custodial elements: when non-custodial is not really non-custodial

The distinction between custodial and non-custodial systems has always been a regulatory hinge point,
and DeFi complicates it further. Under traditional financial regulation, custody is straightforward: a
bank or exchange physically holds client assets, controls the private keys, and is therefore subject to direct
obligations. Centralised exchanges operating in India, or offshore but serving Indian users, fall squarely
into this model. They act as custodians in the classic sense holding user assets “for or on behalf of” them,
exercising discretion in how those assets are stored, and providing access through internal ledgers. This
is why FIU-IND’s first wave of enforcement actions post-2023 Notification targeted such exchanges: they

are the clearest instantiation of “safekeeping or administration”.

DeFi protocols, however, present a subtler picture, often branding themselves “non-custodial”, but,
globally, regulators have focused on functional custody, i.e. who, in practice, controls the use of assets.
Lending pools, automated market makers (AMMs), and vaults decide how deposits are deployed and
how liquidations occur. Bridges lock assets on one chain and issue representations on another. Staking
arrangements allow validators or pool operators to direct user assets. These arrangements may qualify as

“safekeeping or administration” under the PMLA, even if no human custodian exists.

Yet, not “all DeFiis custody”. Many protocols minimise custody risks by designing contracts where users
can withdraw at any time, limiting discretionary use. The nuance is that custody in DeFi is a spectrum,
and careful structuring can reduce exposure. Protocols should therefore recognise that while functional
custody triggers obligations, thoughtful design can narrow the scope of what regulators consider “safe-

keeping”.
Off-chain components: oracles, APIs, and infrastructure

Even protocols that achieve on-chain autonomy remain tethered to off-chain infrastructure, which
can create hidden points of centralised control. Price oracles, relayers, RPC providers, hosting services,
and MEV protection systems all perform critical functions, and their operators may exercise “sufficient

influence” over user outcomes.

Price oracles are particularly salient. A single compromised feed can liquidate loans across a lending
protocol, wipe out collateral, or distort trading outcomes. In Commodity Futures Trading Commission vs
Ooki DAO (2022-2023), the CFTC successfully secured a default judgmentin 2023, finding that Ooki DAO
operating via governance token holders and smart contract infrastructure violated several provisions
of the Commodity Exchange Act.” The decision held that the DAO is a “person” under the Act as an
unincorporated association, and that its members oversaw infrastructure and controls (such as token
holder governance, administrative keys, and contract voting) that amounted to significant control over

protocol operations.

Yet, the presence of off-chain infrastructure does not mean that DeFi is illusory. Innovative solutions
such as multi-source oracle aggregation illustrate that protocols can reduce dependency risks. The legal
question is not whether oracles exist, but whether control is sufficiently dispersed such that no single

actor can dictate outcomes “for or on behalf of” users.

Projects should therefore map their infrastructure dependencies and disclose how they are mitigated.
Redundancy, transparency, and diversity of providers are the strongest safeguards against regulators

construing off-chain reliance as centralised control.
User interface and access controls

Front-end interfaces are a critical point of regulatory vulnerability for DeFi protocols, given that they often
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provide the primary means for users to interact with decentralised systems. The entities that exercise
control over these interfaces may face compliance obligations even if the underlying smart contracts

operate autonomously on a decentralised protocol.

The Securities Exchange Commission (SEC) Wells Notice to Uniswap Labs'® exemplifies this logic: even
where smart contracts are immutable, regulatory attention has focused on the fact that a corporate entity
maintained the front-end website, curated token listings, and communicated with users. However, as
of February 2025, the SEC has dropped its investigation into Uniswap Labs and will not be pursuing
enforcement. Similarly, Consensys’s MetaMask wallet" has faced regulatory scrutiny over whether

features such as swaps, or custody, place it within the remit of securities or money transmission laws.

These cases highlight a crucial nuance. The existence of a user interface (UI) does not negate DeFi, but
it introduces points of accountability. Some projects, like dYdX, have introduced access controls at the
front-end level, for example, by geo-blocking restricted jurisdictions and open-sourcing front-end UI
code, so that community members may fork or host their own access points, thereby diffusing control
over the interface.

For Indian regulators, the more likely approach is to treat whoever operates or controls the primary user-
facing interface as the reporting entity, since the front-end is the most visible point of interaction for
Indian users. Enforcement trends elsewhere suggest that interface governance alone can be sufficient to
attract regulatory attention, even where the underlying contracts remain autonomous.

Yet, there is a credible counter-argument that projects such as Uniswap have advanced, i.e. that a Ul is
not a financial service in itself but rather a communication layer enabling interaction with autonomous
contracts. On this view, where custody, administration, and governance functions are already credibly
decentralised, a UI or user experience (UX) layer may be better understood as a publication or access
tool, not as a “safekeeping” or “service provision” within the meaning of the PMLA. This distinction
has practical significance: if regulators conflate interfaces with custodial services, they risk extending
obligations beyond what the statutory text contemplates.

Accordingly, protocols should tread carefully. Where front-ends are centralised, curated, and operated
as commercial gateways, the risk of being treated as a reporting entity is high. But, where they are open-
sourced, community-maintained, and demonstrably separate from custody or governance functions,
projects can argue with some legitimacy that they are closer to communication channels than service
providers. In the Indian context, until regulators clarify their approach, documenting and evidencing

these distinctions will be critical.
Progressive decentralisation framework

Progressive decentralisation is a staged governance and technical roadmap, first articulated by a16z'> and
Variant in 2021, through which founding teams relinquish control “by degrees” to achieve “sufficient

decentralisation”®

while the product matures and a community forms. The legal rationale is that the
greater the influence over a protocol, the greater the responsibility for its operation. Thus, reducing
practical control can mitigate both securities exposure and AML/VASP risk. In India, where the PMLA
scopes VASPs by activity “for or on behalf of another person”, including “safekeeping or administration”
and “instruments enabling control”, progressive decentralisation offers a structured way to remove or
diffuse those levers of control rather than rely on surface-level appearances. This aligns with FATF’s
owner/operator test that looks for “control or sufficient influence” over DeFi arrangements and with
activity-based expectations on CDD, monitoring, STRs and the Travel Rule where covered services persist.
The policy objectives aim to eliminate information asymmetry, reduce reliance on founding-team efforts,
and minimise platform and custody-like risks.

In practice, a credible programme proceeds towards decentralisation via a centralised build that openly

maps all control levers (admin/upgrade/pause rights, treasury, oracle and UI gates) and meets FIU-IND
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registration and AML control requirements whenever in-scope VASP activities reach Indian users. This
indicates a governed transition that constrains discretion via timelocks, higher threshold and independent
multisigs, parameter changes by on-chain governance, oracle and infra diversification, and open-sourced,
forkable interfaces. A “sufficiently decentralised” end-state will have immutable core contracts, burned
admin keys and widely dispersed governance such that no actor maintains “sufficient influence”. As a
result, Indian enforcement targets substance over form. Projects should evidence the transition with
on-chain votes, key-burn proof, deprecation of privileged functions and public dependency maps, while
accepting that any residual covered services, especially those that are Indian-facing curated front-ends,
can still make the relevant operator a reporting entity. Thereis a strong sense that this reflects a tendency
to value substance over the label of a project. If users’ assets or outcomes remain shapeable by a person or

coordinated group, PMLA VASP exposure will endure regardless of any degree of decentralisation claims.™

Roadmap for progressive decentralisation: control tests

Signals of
Regulatory 9 . Reduced
R o High Exposure Progressive
Criteria Question : q Exposure
(PMLA) (Centralised/ Milestones Outcome
Semi-DeFi)
Does the Open-source the Ul; Ul operates
. . Ul undertakes P S ! P
. interface itself . . shift fo clientside as a neutral
Active discretionary . . L
s route, curate, . signing; publish clear communication
facilitation routing or order- L2
or batch . limits on what the channel, not a
. flow shaping. . . .
transactions? interface does. service provider.
Who accrues Fees accrue to
an identifiable Route fees Fee flows
fees — a profo- company/ transparently on-chain; overned b
Fee flows col operator or pany, P y 19 > Oy
a community foundation or transfer treasury community/DAO,
freasury? are split with Ul control fo governance. not a private entity.
Y operators.
Low-threshol . )
owihreshold Implement timelocks, Parameters fixed
Who can set parameter . .
Control/ high quorum or meaningfully
- or change changes by .
sufficient - thresholds, and dispersed; no
. parameters that | insiders; o .
influence broad distribution of single party can
affect users? operator . X
: : governance rights. dictate outcomes.
discretion.
Relationshi
Is there Managed reward . eationship
. . O Shift to automated reframed as
Ongoing recurring distribution, -
> L2, smart contracts; self-service code
business servicing “for treasury ops, or - ) . -
. . . eliminate discretionary execution, not an
relationship or on behalf curated ongoing - .
. ) servicing. ongoing operator
of” users? services.
user contract.
Governance .
o DAO-driven
Who controls tokens Distribute governance
o governance
decision- concentrated power; expand - )
) with credible
Governance | making? How among founders delegate base; o
. S ; . decentralisation,
concentrated is | or insiders; publish concentration -
. . not insider
voting? multisig run by data.
- capture.
affiliates.
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Regulatory .Slgnals Cj . Reduced
Frhl q High Exposure Progressive
Criteria Question 5 . Exposure
(PMLA) (Centralised/ Milestones Outcome
Semi-DeFi)
Admin privileges
Who holds Insider-controlled | Introduce timelocks, reduced or
Admin kevs upgrade multisigs or multiparty thresholds, eliminated;
4 or pause unilateral and sunset plans to protocol operates
authority? upgrade rights. retire keys. without insider
overrides.
Transition to Project role
Is the team Hosting curated publishing open- reframed as
Solel only publishin front-ends, source code; publisher,
ubli);hin cocilepor also 9 running custodial community- not operator,
\F/)s o erati% runniln VASP- bridges, hosted interfaces; aligning with
P 9 like se?vices? providing off- partnerships with FATF’s “ancillary
’ ramps. compliant VASPs for participant”
fiat rails. concept.

This table is intended as a progressive roadmap showing how projects can move from higher exposure to reduced

exposure by addressing specific design levers.

Conclusion

For developers and founders, the integration of DeFi protocols into existing regulatory frameworks
presents both challenges and opportunities. The PMLA’s activity-based VASP definition makes clear
that labels are irrelevant; what matters is the degree of control or sufficient influence exercised “for or on
behalf of” users. This approach, consistent with FATF guidance, ensures that protocols are assessed on

their functional design rather than their aspirational identity.

Understanding regulatory requirements and implementing the framework into the platform is vital. This
can only be achieved when builders view regulations as design constraints, as opposed to obstacles. This

is the first step towards having an effective compliance programme.

For India, the absence of explicit tests under the PMLA creates uncertainty. Enforcement actions have
so far prioritised centralised exchanges and offshore service providers, but without clearer guidance,
protocols in the semi-decentralised “grey zone” remain exposed to regulatory interpretation. The critical
point is that enforcement actions may be dropped or narrowed, but without top-down policy clarity,

similar proceedings may resurface.

However, it is vital to build with an eye on the future. Effective risk mitigation flows by aligning proto-
col architecture with compliance strategies. Recognising that early-stage projects begin with centralised
elements but must trudge a credible pathway towards decentralisation is vital for projects and the reg-
ulator. Progressive decentralisation backed by published milestones, control registers, and an observable
reduction in insider discretion provides a disciplined framework for moving across the spectrum from
high-exposure models to lower-exposure architectures. The end goalis not to sidestep regulations but to
drive home the fact the DeFi can co-exist with the existing PMLA compliance framework through careful
protocol design, transparent governance and proactive engagement with regulators. By treating control
as the decisive test and decentralisation as a progressive journey, builders can reduce exposure, align with

regulatory objectives and preserve the functional autonomy that defines DeFi.
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